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Offensive and Defensive FOIA 

“Offensive” FOIA – Requesting and Obtaining 

Information from the Federal Government  

 

 

 

 

 

 

 

“Defensive” or “Reverse” FOIA - Protecting Information 

from Release by the Federal Government 
2 



Perkins Coie LLP  |  PerkinsCoie.com 

FOIA Agenda 

• What is FOIA? 

• Offensive Strategies  
• What can I request? 

• How to prepare a FOIA request 

• Submitting a FOIA request 

• Typical agency procedures 

• Judicial appeal 

• Defensive Strategies / Reverse FOIA Matters 
• How to stop your trade secrets from being 

disclosed 

• The Reverse FOIA process 
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What is FOIA? 

“In our democracy, the Freedom of Information Act 

(FOIA), which encourages accountability through 

transparency, is the most prominent expression of a 

profound national commitment to ensuring an open 

Government.” 

- The White House, Memorandum for the Heads of Executive 

Departments and Agencies (emphasis added) 
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What is FOIA? (con’t) 

• Federal agencies shall make records promptly 

available to any person 

• Upon any request for records which: 

• Reasonably describes such records, and 

• Is made in accordance with the published rules 

stating the time, place, fees (if any) and procedures 

to be followed 

• Exception for information in Federal Register or 

otherwise made available 

• Enumerated exceptions – i.e. trade secrets 
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What is FOIA? (con’t) 

 

“With the passage of FOIA, the burden of proof 

shifted from the individual to the government.  Those 

seeking information are no longer required to show a 

need for information.  Instead, the ‘need to know’ 

standard has been replaced by a ‘right to know’ 

doctrine.” 

- Citizen’s Guide to FOIA, House Committee on 

Government Reform 
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OFFENSIVE STRATEGIES 
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What Can I Request? 

• Contract Information 

• Agency Information 

• Information related to a claim 

• Audit Information 
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What Can I Request? 
Contract Information 

• Contracts are “records” 

• Be specific what you are requesting: 

• Awarded contract only? 

• Subsequent change orders? 

• Task orders? 

• Proposals? 
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What Can I Request? 
Contract Information (con’t)  

• Generally, the less specific or timely the information, the 
less likely it will be withheld from release 

• Pricing – total price versus line-item or unit pricing 

• Labor Rates – older versus more recent 

• Courts may not impose a per se rule that in all cases 
prohibits or requires the release of one particular type 
of information.  See Canadian Commercial Corp. v. Dep’t 
of the Air Force, 514 F.3d 37 at 41 (D.C. Cir. 2008) 
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What Can I Request? 
Agency Information 

• Records reflecting agency conduct or decisionmaking 

• Regulatory Files 

• Trace history and intent behind regulations 

• Agency internal procedures 
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What Can I Request? 
Agency Information (con’t) 

• BUT, exceptions may apply, particularly Exception 5, for 
privileged inter- or intra- agency documents 

• Deliberative process 

• Attorney-client  

• Attorney work product 

• Presidential Communications 
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What Can I Request? 
Information Related to a Claim 

• Records potentially relevant to claims under your 
contract  

• Pre-dispute “Discovery” 

• Subject to potential exceptions 
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What Can I Request? 
Audit Information 

• Audit Information 

• Working files 

• Other supporting information 

• Subject to potential exceptions 
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How to Prepare A FOIA Request 

• Is the Information available elsewhere? 

• Research the topic 

• Target the correct agency and component and request 
directly 

• Draft clear and specific, but not overly specific, request 

• Identify desired format 
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Submitting a FOIA Request –  
Sample Agency FOIA Webpage 
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Submitting A FOIA Request 

• Written, typically electronic 

• Agency will ordinarily 
acknowledge and assign a 
tracking number 

• Example of adequate request: 

• 1. In writing 

• 2. Reasonably describes records 

• 3. Complies with Agency rules 

• Agency may request additional 
info 
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Typical Agency Procedures 

• Published in Code of 
Federal Regulations 

• Identify FOIA point of 
contact / public liaisons 

• “Multitracking” 

• Critical to know agency 
rules for appeal rights 

• Time 

• Appeal Authority 
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Typical Agency Procedures (con’t) 

• Agency determination 

• Not find anything 

• Release documents in full or 
part 

• Withhold documents 

• Vaughn Index 

• Interim versus “Final” response 
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FOIA Does NOT Require Agencies: 

• To do research for the requestor 

• To analyze data 

• To answer written questions 

• To create records in response to a request 
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FOIA: Fee Provisions 

• Agencies must promulgate fee regulations 

• Commercial Requests - limited to reasonable 

standard charges for document search, duplication, 

and review 

• Non-Commercial Requests – limited to duplication 

charges 

• Public interest exception 

• No agency costs incurred to resolve issues of law 

or policy may be charged to requester 
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FOIA: Time for Agency Determinations 

• Upon any FOIA request, agency must determine 

within 20 days whether it will comply and notify the 

requester 

• Exceptions may apply – agency requests for 

information, clarification of fee assessment, and 

“unusual circumstances” 

• Agency must make a determination regarding any 

appeal within 20 days after receipt of appeal 

• If on appeal the denial is upheld in whole or part, 

right to judicial appeal 
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FOIA: Other Agency Responsibilities 

• Rules for expedited processing for compelling need 

or other cases determined by the agency 

• Assign an individualized tracking number for each 

request taking longer than 10 days 

• Establish a telephone line or Internet service that 

provides status information  

• Agency reporting requirements 

• GAO Audits 
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FOIA: Judicial Appeal 

• Applicable U.S. District Court has jurisdiction to 

enjoin agency from withholding records and to 

order production of records improperly withheld 

• De Novo review 

• Burden is on agency to sustain its action 

• Court shall accord substantial weight to affidavit of 

agency regarding technical feasibility 

• Court may assess fees against US if requestor 

substantially prevails 
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DOJ Standard for  
Defending Agency FOIA Withholds 

“. . . The Department of Justice will defend a denial of a 
FOIA request only if (1) the agency reasonably foresees 
that disclosure would harm an interest protected by one of 
the statutory exceptions, or (2) disclosure is prohibited by 
law.” 

- Attorney General, FOIA Guidelines (March 19, 2009) 
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FOIA Requestor Lawsuits 

• In 2014, 422 FOIA Suits were filed in federal district 
court 

• Top Defendants: 

• DOJ - 121 

• DoD – 54 

• DHS - 49 
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Other Statutes Relevant  
to Agency FOIA Response 

• Trade Secrets Act, 18 US Code § 1905 
• Officer or employee of the US 

• Disclose, divulge, make known 

• Trade secrets, processes, operations, styles of work, or apparatus 

• Fined or imprisoned not more than one year 

• “Prohibition on Release of Contractor Proposals”   

10 US Code § 2305(g) 
• Except for “any proposal that is set forth or incorporated by reference 

in a contract” 

• A “proposal in the possession or control of an agency may not be 

made available to any person” under FOIA  

27 



Perkins Coie LLP  |  PerkinsCoie.com 

 

DEFENSIVE STRATEGIES / 

REVERSE FOIA MATTERS 
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The Agency’s FOIA Letter 

• An agency sends your company a letter that it has 

received a FOIA request and that the agency has 

determined that records that concern your company 

are responsive to that request 

• Examples: A winning proposal that your company 

submitted to the agency; information regarding your 

company contained in agency source selection 

documents 

• The agency should identify the documents in its 

letter and, in certain circumstances, may enclose 

the documents at issue 
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The Agency’s FOIA Letter (con’t) 

• The agency’s letter typically will state that your 

company has 10 days to submit any objections with 

supporting justification to release of these records 

under FOIA 

• The agency letter may provide additional 

information regarding the type of information or 

documentation that the company must submit in 

order to demonstrate that one or more records are 

exempt from disclosure under FOIA 
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Your Company’s Response 

• The response must be timely 

• 10 days is not a lot of time (particularly if the letter 

has taken several days to make it to the appropriate 

person) 

• A company typically will be granted a 10 day 

extension 

• Further extensions may be granted depending on 

the volume of records at issue 
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Your Company’s Response (con’t) 

• The response must be thorough 

• You have to identify precisely the information at 

issue demonstrate that this information is a trade 

secret or confidential commercial or financial 

information 

• The Company’s letter of explanation is frequently 

supported by the Declaration of a knowledgeable 

Company employee 

• Your response will have to show that the Company 

has protected the confidentiality of this information 

and that it has not been publicly disclosed 
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A Reverse FOIA Matter 

• Refers to a challenge to the release of certain 

records/information on the grounds that the 

information is exempt from release under FOIA 

• Most commonly, the information is alleged to be 

exempt under FOIA Exemption 4 (trade secrets or 

confidential or privileged commercial or financial 

information) 

• Sometimes Exemption 6 (a clearly unwarranted 

invasion of personal privacy) may apply 
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Your Company’s Response (con’t) 

• The agency typically will not accept a Company 

contention that an entire document is exempt under 

Exemption 4 

• Instead, the agency typically expects that the 

Company will identify specific information that is 

exempt from disclosure and agree to release the 

remainder of the document 

• This will require that your Company provide 

proposed redactions to the documents at issue 
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Your Company’s Response (con’t) 

• Your Company will need to follow the rules 

established by the agency for submission of FOIA 

objections 

• If your Company fails to do so, it may find that it 

cannot challenge the disclosure of these 

documents further because the Company did not 

exhaust this administrative remedy 
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Your Company’s Response (con’t) 

• Sometimes, there is a statutory exemption to 

disclosure of the records at issue and the agency 

may not always be aware of these exemptions 

• Examples 

• An unsuccessful proposal submitted to DOD is 

exempt from disclosure under FOIA 

• Certain infrastructure information submitted by 

companies to the Department of Homeland Security 
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Exemption 4 Requirements 

• Commercial or financial information that the agency 

obtained from a person outside the government 

• “Confidential Information” standard for information 

that is required to be submitted to the agency: 

• Commercial or financial information if disclosure is 

likely either to (1) impair the government’s ability to 

obtain necessary information in the future; or (2) 

cause substantial harm to the competitive position of 

the person from whom the information was obtained 

• The Company maintains the confidentiality of the 

information 
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Exemption 4 Requirements (con’t) 

• Known as the National Parks standard 

• Submission of proposals in response to a 

Government solicitation is governed by the 

National Parks standard 

• Must show that actual competition exists and 

that likely competitive injury exists 

• Must show that company maintains 

confidentiality of the confidential information 
• Company policies 

• Company Nondisclosure Agreements 

• Company IT or other restrictions on access to 

certain information (such as pricing information) 
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Exemption 4 Requirements (con’t) 

• Exemption 4 has an easier standard for information 

submitted voluntarily to the government: 

• Confidential information is information that is of a 

kind that the provider would not customarily release 

to the public 

• Known as the Critical Mass standard 

• Critical Mass standard is significantly easier to 

satisfy than the National Parks standard 
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Exemption 4 Requirements (con’t) 

• In a proposed rule, DOD guidance regarding 

information that may be protected by Exemption 4 is as 

follows: 

• Commercial or financial information received in 

connection with loans, bids, contracts, or proposals 

• Statistical data and commercial or financial 

information concerning contract performance, 

income, profits, losses, and expenditures 

• Technical or scientific data developed by a contractor 

exclusively or in part at private expense 
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Exemption 6 (Privacy) Requirements  

• Whether the records are personnel, medical or 

similar files 

• “Similar files” is interpreted broadly 

• A government record that contains information that 

applies to a particular individual satisfies this 

requirement 

• Disclosure of information would compromise a 

substantial privacy interest 

• The Privacy interest outweighs any public interest 

in release of the records 
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Exemption 6 (Privacy) Requirements (con’t) 

• No Privacy interest for corporations generally under 

FOIA 

• Courts, however, have recognized substantial 

privacy interests in business-related commercial 

information for individually-owned or closely-held 

businesses where the information would reveal at 

least a portion of the owner’s personal finances 
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  Possible Agency Appeal 

• Some agencies have a procedure pursuant to 

which it can appeal denial by the agency FOIA 

officer of the Company’s FOIA objections to the 

agency headquarters 

• If that procedure is provided, you generally have to 

follow that procedure to exhaust your 

administrative remedies, but that can differ by 

agency 
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Reverse FOIA Litigation 

• Once you have exhausted the agency procedures, 

your Company can file a Reverse FOIA action in 

U.S. District Court with the agency as the 

defendant 

• The Reverse FOIA action may is filed where the 

Company or the agency is located 

• Many companies file these actions in the U.S. 

District Court for the District of Columbia which has 

favorable FOIA case law regarding Exemption 4 
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Reverse FOIA Litigation (con’t) 

• In a Reverse FOIA action, the Company will ask 

the Court to enjoin the agency from disclosing the 

records at issue 

• The Company’s position will be based on the 

records being exempt from disclosure under FOIA 

(e.g., Exemption 4) 
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Reverse FOIA Litigation (con’t) 

• If the release of the records is imminent, the 

Company should seek a Temporary Restraining 

Order (TRO) which is an immediate injunction that 

will stay in place until there is a hearing on a 

Motion for a Preliminary Injunction 

• The next step is the filing and hearing on a Motion 

for a Preliminary Injunction 
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Reverse FOIA Litigation (con’t) 

• Reverse FOIA litigation conceivably can continue 

on to a hearing on a Permanent Injunction but 

• That hearing can be consolidated with the hearing 

on a Motion for a Preliminary Injunction 

• A court decision on a Preliminary Injunction can be 

immediately stayed and the trial court action may 

be stayed pending a decision by the federal court 

of appeals 
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Reverse FOIA Litigation (con’t) 

• It is rare that witnesses testify in person; instead, 

one or more Declarations are submitted 

• The FOIA requester can intervene in the action if 

permitted by the Court generally grants this 

request 

• It is always interesting to see if the Government will 

take a neutral position in the litigation or, instead, 

will argue that the records at issue are not exempt 

under FOIA and should be disclosed 

• The Court frequently will review the documents 

and the proposed redactions in camera 

 

 
 

48 



Perkins Coie LLP  |  PerkinsCoie.com 

Effective Reverse FOIA Tips 

• Proposal team should consider whether any 

information in a proposal is confidential and 

proprietary information whose disclosure may is 

likely to result in competitive injury to the company 

• Mark relevant information as confidential, 

proprietary information in accordance with any 

procedures stated in the RFP 

• Generally avoid marking an entire proposal as 

confidential 
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Effective Reverse FOIA Tips (con’t) 

• Be prepared to defend relevant information as 
exempt under FOIA  

• Consider preparing a response in advance 

• Once the Company has provided a Reverse FOIA 
response to an agency, ensure that relevant 
Company personnel are aware of the existence of 
the response 

• Companies lose confidential proprietary 
information under FOIA when (1) they do not mark 
such information properly and (2) they do not 
provide an adequate and timely response to an 
agency FOIA letter 
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Questions?  Please Contact: 

Rick Oehler 

ROehler@perkinscoie.com 

(206) 359-8419 

 

Don Carney 

DCarney@perkinscoie.com 

(202) 654-6336 
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